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Accountability
in Algorithmic
Decision Making

EVERY FISCAL QUARTER, automated writing algorithms
churn out thousands of corporate earnings articles
for the Associated Press based on little more than
structured data. Companies such as Automated
Insights, which produces the articles for the AP,
and Narrative Science can now write straight news
articles in almost any domain that has clean and
well-structured data: finance, sure, but also sports,
weather, and education, among others. The articles
are not cardboard either; they have variability, tone,
and style, and in some cases readers even have
difficulty distinguishing the machine-produced
articles from human-written ones.*

It is difficult to argue with the scale, speed, and labor-
saving cost advantage that such systems afford. But the
trade-off for media organizations appears to be nuance
and accuracy. A quick search on Google for “‘generated
by Automated Insights’ correction’” yields results for
thousands of articles that were automatically written,
published, and then had to have corrections issued.

56 COMMUNICATIONS OF THE ACM | FEBRUARY 2016 | VOL.59 | NO.2

The errors range from relatively in-
nocuous ones about where a com-
pany is based, to more substantial
wrong word choices—missing instead
of beating earnings expectations, for
example. Were any of these market-
moving errors? Was the root cause
bad data, a faulty inference, or sloppy
engineering? What is the right way to
post corrections?

Algorithmic curation of content is
also behind some of the most impor-
tant and influential news-dissemina-
tion platforms that virtually all of us
use. A recent Pew study found Face-
book is a source of news about govern-
ment and politics for 61% of millenni-
als,'® yet a majority of the public is not
aware the Facebook newsfeed is algo-
rithmically curated.” This becomes a
lot more problematic when you consid-
er Facebook can affect voter turnout in
elections based merely on the amount
of hard news promoted in an indi-
vidual’s news feed.* This bit of infor-
mation, together with recent research
showing biased search results can shift
the voting preferences of undecided
voters,'’ points to the need to start
asking questions about the degree to
which such curation and ranking sys-
tems can affect democratic processes.

These are just a few examples of al-
gorithms influencing our media and
information exposure. But the im-
pact of automated decision making
is being felt throughout virtually all
strands of industry and government,
whether it be fraud-detection systems
for municipalities managing lim-
ited resources, a formula that grades
and ranks teacher performance, or
the many ways in which dynamic
product pricing is done by Amazon,
Airbnb, or Uber.? It is time to think
seriously about how the algorithmi-
cally informed decisions now driving
large swaths of society should be ac-
countable to the public. In the face
of important or expensive errors, dis-
crimination, unfair denials of public
services, or censorship, when and how
should algorithms be reined in?
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professionals have a role to play here.
While autonomous decision making
is the essence of algorithmic power,
the human influences in algorithms
are many: criteria choices, optimiza-
tion functions, training data, and the
semantics of categories, to name just a
few. Often a human operator is involved
in a final decision only to have been in-
fluenced by the algorithm’s nudging
and suggestions along the way.

Algorithmic Decision Making
It is helpful first to get the lay of the
land in terms of the different types
of atomic decisions that algorithms
make. These include processes that
prioritize, classify, associate, and filter.
Prioritizing is something we do on
a daily basis to cope with the informa-
tion onslaught. As beings with limited
time and attention, we cannot ignore
the need to economize. Algorithms
prioritize information in a way that
emphasizes or brings attention to cer-
tain things at the expense of others; by

definition prioritization is about dis-
crimination. As a result, there may be
ramifications to individuals or other
entities that should be considered
during design. Search engines are ca-
nonical examples, but there are many
other consequential rankings—for ev-
erything from the quality of schools and
hospitals, to the riskiness of illegal im-
migrants on watch lists.'* The criteria
used in a ranking, how they are defined
and datafied, and their weighting are
essential design decisions that deserve
careful consideration and scrutiny.
Classification decisions mark a par-
ticular entity as belonging to a given
class by considering key characteris-
tics of that entity. Class membership
can then drive all kinds of downstream
decisions. The opportunities for bias,
uncertainty, or outright mistakes are
plentiful in automated classification.
The training data that is the basis for
supervised machine-learning algo-
rithms is an important consideration,
given the human biases that may be
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lurking there. Recently published re-
search by Shilad Sen and collaborators
underscores the need to consider the
cultural community from which train-
ing data is collected.” Data crowd-
sourced from Mechanical Turk may be
useful for widely shared and agreed-
upon knowledge but introduces dis-
crepancies in other cases. The bottom
line, as they write, is this: “When col-
lecting a gold standard researchers
and practitioners must consider the
audience of the gold standard, the sys-
tem or algorithm that uses it, and the
type of knowledge.”

In developing classification algo-
rithms, designers must also consider
the accuracy of the classifications: the
false positives and false negatives, and
the consequences to stakeholders of
either of those types of errors. For ex-
ample, in Boston a man classified as
having a fraudulent driver’s license (a
false positive in this case) was unable
to work until the matter was resolved.
Classification algorithms can be tuned
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to make fewer of either type of mistake,
but as one goes down the other goes up.
Tuning can grant privilege to different
stakeholders and outcomes in a deci-
sion, implying that designers make an
essential value judgment when balanc-
ing error rates.'®

Association decisions revolve around
creating relationships between entities.
The semantics of those relationships
can vary from the generic “related to” or
“similar to” to distinct domain-specific
meanings. These associations lead to
connotations in their human interpreta-
tion. For example, when a man in Ger-
many searched for his name on Google
and the autocomplete suggestions
connected him to “scientology” and
“fraud,” this was both meaningful and
unsettling to the man, leading to a defa-
mation lawsuit that he ultimately won.®
Collaborative filtering is a popular class
of algorithm that defines an association
neighborhood (a cluster, really) around
an entity and uses those close ties to
suggest or recommend other items."
The quantification bugbear torments
associations just as it does rankings
and classifications. The criteria that are
defined and measured, and the similar-
ity metrics that dictate how closely two
entities match, are engineering choices
that can have implications for the accu-
racy of an association, both objectively
and in terms of how that association is
interpreted by other people.

One issue with the church of big
data is its overriding faith in correla-
tion as king. Correlations certainly do
create statistical associations between
data dimensions. But despite the pop-
ular adage, “Correlation does not equal
causation,” people often misinterpret
correlational associations as causal.
The man whose name was associated
with fraud on Google may or may not
be the cause of that association, but we
certainly read it that way. This all indi-
catesa challenge in communicating as-
sociations and the need to distinguish
correlative vs. causal associations.

Filtering decisions involve includ-
ing or excluding information accord-
ing to various rules or criteria. Often
this emerges at the user-interface level
in, for example, news-reading applica-
tions such as Facebook or Flipboard.
Since there is practically always some
troll or miscreant willing to soil the
sandbox, moderation and filtering
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are crucial elements when publishing
social media. Online comments are
sometimes filtered algorithmically to
determine whether or not they are anti-
social and therefore unworthy of pub-
lic consumption. Of course, the danger
here is in going too far—into censor-
ship. Censorship decisions that may be
false positives should be carefully con-
sidered, especially in cultures where
freedom of speech is deeply ingrained.

Ultimately, when considering the
various decisions and predictions that
an algorithm may make, particularly
ones that can affect people, but also
those that affect property, you must
consider the errors and potential for
discrimination and censorship that can
arise. Just read ACM’s ethics policies."”

The ACM Code of Ethics for software
engineering lists eight principles that
are aspirations for professional behav-
ior. First and foremost is that software
engineers should act in the public in-
terest: to be accountable and respon-
sible for their work, to moderate private
interests with public good, to ensure
safety and privacy, to avoid deception,
and to consider the disadvantaged. The
general moral imperatives of ACM in-
clude “avoid harm to others,” “be fair
and take action not to discriminate,”
and “respect the privacy of others.”

Let that sink in.

Have you ever programmed an al-
gorithm that could violate any of these
mandates? It may not have been inten-
tional, but there are side effects you
might have noticed if you had done
more thorough benchmarking or con-
sidered the human contexts in which
the output of your algorithmic cre-
ations would be used. Is it possible that
you used a protected trait such as race,
ethnicity, religion, nationality, gender,
sexuality, disability, marital status, or
age in an inappropriate way? The point
is these ethical ideals need to be incor-
porated throughout the engineering
process, for people to be constantly re-
considering: What are the consequenc-
es of the unlikely false positive, or the
impacts of how criteria are measured
and defined in training datasets? Hel-
en Nissenbaum was far ahead of the
curve when, almost two decades ago,
she recommended the development
of explicit standards of care including
rigorous engineering guidelines that
would consider these issues.*
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Government vs. Private

Sector Accountability

The mandate for accountable algo-
rithms (and for the accountability of
the people behind them) for govern-
ment usage is a bit different from that
for the private sector. In the case of
the modern democratic state, citizens
elect a government that provides social
goods and exercises its power and con-
trol in a way that is moderated through
norms and regulation. The govern-
ment is legitimate only to the extent it
is accountable to the citizenry. But al-
gorithms are largely unregulated now,
and they are indeed exercising power
over individuals or policies in a way
that in some cases (for example, hid-
den government watch lists) lacks any
accountability whatsoever. A recent
academic review of Social Security Ad-
ministration models used to predict
life expectancy and solvency found
systematic underestimation, imply-
ing that funds were on firmer ground
than warranted.”” We, the governed,
should find it unacceptable there is
no transparency or even systematic
benchmarking and evaluation of these
forecasts, given the important policy
decisions they feed.

Corporations, on the other hand, do
not have the same mandate for public
accountability, though they may some-
times be impelled to act through social
pressure (for example, boycotts). Per-
haps more compelling is the capitalist
argument that higher data quality and
thus better inference will lead to more
satisfied customers. The most clear-
cutway to do this is to design processes
that adjudicate and facilitate the cor-
rection of false positives by end users.
Allowing users to inspect, dispute, and
correct inaccurate labels in the data
would improve overall data quality for
machine-learning applications.

Transparency can be a mechanism
that facilitates accountability, one that
we should demand from government
and exhort from industry. Corpora-
tions often limit their transparency out
of fear of losing a competitive advan-
tage from a trade secret or of exposing
their systems to gaming and manipula-
tion. Complete source-code transpar-
ency of algorithms, however, is overkill
in many if not most cases. Instead, the
disclosure of certain key pieces of in-
formation, including aggregate results



and benchmarks, would be far more ef-
fective in communicating algorithmic
performance to the public.

When automobile manufactur-
ers disclose crash-test results, they
do not tell you the details of how they
engineered the vehicle. When local
municipalities publish restaurant in-
spection scores, they do not disclose a
restaurant’s unique recipes. The point
is there are models for transparency
that can effectively audit and disclose
information of interest to the public
without conflicting with intellectual
property and trade secrets. In some
cases fear of manipulation and gam-
ing of disclosed criteria are unfound-
ed. For example, criteria not based on
user behaviors offers no mechanism
for gaming from individuals who have
no direct control over those attributes.
In some cases gaming or manipulation
of an algorithm might even be a good
thing. For example, if credit-rating
agencies disclosed the criteria they
used to score individuals, wouldn’t it
be a great thing if everyone gamed their
score? They would have to act finan-
cially responsibly in that game.

For government, the Freedom of
Information Act (FOIA) and similar
laws in the U.S. and many other ju-
risdictions compel disclosure of gov-
ernment records and data when re-
quested, though there are, of course,
exceptions, such as when a govern-
ment integrates a third-party system
protected by trade secrets. There has
been at least one successful use of an
FOIA request to compel the disclosure
of government source code."” In an-
other FOIA case decided in 1992, the
Federal Highway Administration re-
sisted disclosing the algorithm it used
to compute safety ratings for carriers,
but ultimately lost in court to a plain-
tiff that successfully argued the gov-
ernment must disclose the weighting
of factors used in that calculation.’

Thus, FOIA is of some use in dealing
with the government use of algorithms,
but one of the issues with current FOIA
law in the U.S. is it does not require
agencies to create documents that do
not already exist. Hypothetically, a gov-
ernment algorithm could compute a
variable in memory that corresponds
to some protected class such as race
and use that variable in some other
downstream decision. As long as that

Allowing users to
inspect, dispute,
and correct
inaccurate labels
in the data would
improve overall
data quality for
machine-learning
applications.
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variable in memory was never directly
stored in a document, FOIA would be
unable to compel its disclosure. Audit
trails could help mitigate this issue by
recording stepwise correlations and
inferences made during the prediction
process. Guidelines should be devel-
oped for when government use of an al-
gorithm should trigger an audit trail.?

It may be time to reconsider FOIA
regulation along the lines of what I pro-
pose be called the Freedom of Infor-
mation Processing Act (FOIPA). FOIPA
would sidestep the issues associated
with disclosing formulas or source
code and instead allow the public to
submit benchmark datasets the gov-
ernment would be required to process
through its algorithm and then provide
the results. This would allow interested
parties, including journalists or policy
experts, to run assessments that prod
the government algorithm, benchmark
errors, and look for cases of discrimi-
nation or censorship. For example, you
could take two rows of data that varied
on just one piece of sensitive informa-
tion like race and examine the outcome
to determine if unjustified discrimina-
tion occurred.

An Algorithmic

Transparency Standard

So far we have covered a lot of ground:
from the decisions that algorithms
make, to the stakes of errors, and the
ethics of responsibly engineering these
systems. But you may still be asking
yourself this overriding question: What
can we and should we be disclosing
about our algorithms?

To help answer that question I led
the organization of a workshop on Al-
gorithmic Transparency in the Media
at Columbia University’s Tow Center
for Digital Journalism in spring 2015.
About 50 people from the news me-
dia and academia convened to discuss
how to work toward ideas that support
a robust policy of news and informa-
tion stewardship via algorithms. We
discussed case studies on “Automati-
cally Generated News Content,” “Sim-
ulation, Prediction, and Modeling in
Storytelling,” and “Algorithmically En-
hanced Curation,” and brainstormed
dimensions of the various algorithms
in play that might be disclosed publicly.

Based on the wide array of ideas
generated at the workshop, we came up
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with five broad categories of informa-
tion that we might consider disclosing:
human involvement, data, the model,
inferencing, and algorithmic presence.

Human involvement. At a high
level, transparency around human in-
volvement might involve explaining
the goal, purpose, and intent of the al-
gorithm, including editorial goals and
the human editorial process or social-
context crucible from which the algo-
rithm was cast. Who at your company
has direct control over the algorithm?
Who has oversight and is account-
able? Ultimately we want to identify
the authors, or the designers, or the
team that created and are behind this
thing. In any collective action it will
be difficult to disaggregate and as-
sign credit to exactly who did what (or
might be responsible for a particular
error),” yet disclosure of specific hu-
man involvement would bring about
social influences that both reward in-
dividuals’ reputations and reduce the
risk of free riding. Involved individu-
als might feel a greater sense of pub-
lic responsibility and pressure if their
names are on the line.

Data. There are many opportuni-
ties to be transparent about the data
that drives algorithms in various ways.
One avenue for transparency here is to
communicate the quality of the data,
including its accuracy, completeness,
and uncertainty, as well as its timeli-
ness (since validity may change over
time), representativeness of a sample
for a specific population, and assump-
tions or other limitations. Other di-
mensions of data processing can also
be made transparent: how was it de-
fined, collected, transformed, vetted,
and edited (either automatically or by
human hands)? How are various data
labels gathered, and do they reflect a
more objective or subjective process?
Some disclosure could be made about
whether the data was private or public,
and if it incorporated dimensions that
if disclosed would have personal pri-
vacy implications. If personalization
is in play, then what types of personal
information are being used and what is
the collected or inferred profile of the
individual driving the personalization?

The model itself, as well as the
modeling process, could also be made
transparent to some extent. Of high
importance is knowing what the model
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The main challenge
moving forward

is to determine
appropriate
mechanisms for
disclosure that

are beneficial but
do not kill usability.

FEBRUARY 2016 | VOL.59 | NO.2

actually uses as input: What features or
variables are used in the algorithm? Of-
ten those features are weighted: What
are those weights? If training data was
used in some machine-learning pro-
cess, then you would characterize the
data used for that along all of the poten-
tial dimensions described here. Some
software-modeling tools have different
assumptions or limitations: What were
the tools used to do the modeling?

Of course, this all ties back into hu-
man involvement, so we want to know
the rationale for weightings and the de-
sign process for considering alternative
models or model comparisons. What
are the assumptions (statistical or oth-
erwise) behind the model, and where
did those assumptions arise? And if
some aspect of the model was not ex-
posed in the front end, why was that?

Inferencing. The inferences made
by an algorithm, such as classifications
or predictions, often leave questions
about the accuracy or potential for er-
ror. Algorithm creators might consider
benchmarking against standard data-
sets and with standard measures of ac-
curacy to disclose some key statistics.
What is the margin of error? What is
the accuracy rate, and how many false
positives versus false negatives are
there? What kinds of steps are taken
to remediate known errors? Are errors
a result of human involvement, data
inputs, or the algorithm itself? Classi-
fiers often produce a confidence value,
and this, too, could be disclosed in ag-
gregate to show the average range of
those confidence values as a measure
of uncertainty in the outcomes.

Algorithmic presence. Finally, we
might disclose if and when an algo-
rithm is being employed at all, partic-
ularly if personalization is in use, but
also just to be made aware of, for exam-
ple, whether A/B testing is being used.
Other questions of visibility relate to
surfacing information about which el-
ements of a curated experience have
been filtered away. In the case of Face-
book, for example, what are you not
seeing, and, conversely, what are you
posting (for example, in a news feed)
that other people are not seeing.

Technical systems are fluid, so any
attempt at disclosure has to consider
the dynamism of algorithms that may
be continually learning from new
data. The engineering culture must



become ingrained with the idea of
continual assessment. Perhaps new
multidisciplinary roles relating to al-
gorithmic risk modeling or transpar-
ency modeling need to be created so
these questions receive dedicated and
sustained attention.

In the case of information disclo-
sure that would make an entity look
bad or be substantially damaging to
its public image, I am enough of a
pragmatist not to expect voluntary
compliance with any ethical mandate.
Entities use information disclosure
to engage in strategic impression
management. Instead, we might look
toward regulations that compel infor-
mation disclosure or at least routine
audits around key algorithmically
influenced decisions, such as credit
scoring.’ The dimensions of informa-
tion disclosure articulated here could
also feed such regulatory designs.

In other cases, a more adversarial
approach may be necessary for inves-
tigating black-box algorithms. In the
journalism domain, I refer to this as
algorithmic accountability reporting,’
and it involves sampling algorithms
along key dimensions to examine the
input-output relationship and investi-
gate and characterize an algorithm’s
influence, mistakes, or biases. This is
an extension of traditional investigative
accountability journalism, which for
many years has had the goal of expos-
ing malfeasance and misuse of power
in government and other institutions.

To provide a flavor of this type of
reporting, I started investigating in
early 2015 the much-publicized Uber
surge-pricing algorithm.® The ride-
sharing app uses dynamic pricing to
“encourage more drivers to go online”
and try to match supply and demand.
It is an easy line to buy and appeals to
basic economic theories. My investiga-
tion, based on an analysis of a month’s
worth of pricing data in Washington,
D.C., indicated that instead of motivat-
ing a fresh supply of drivers to get on
the road, surge pricing instead redis-
tributes drivers already on the road.
This is important because it means
the supply of drivers will shift toward
neighborhoods offering higher surge
prices, leaving other neighborhoods
undersupplied and with longer wait-
ing times for a car. Uber cars are rival
goods, and the analysis raises ques-

tions about which neighborhoods end
up with better or worse service qual-
ity. Higher prices and better service for
some means worse service for others.

Challenges Ahead

There is still much research to be done
to understand when and how best to act
responsibly and be transparent about
the algorithms we build. Deciding what
to disclose is just a start; the communi-
cation vehicle also needs to be explored.
Human-computer interaction as well
as machine learning and software engi-
neering have roles to play here.

This article has broadly articulated
classes of information that might be
disclosed about algorithms: the hu-
man element, data, the model, infer-
ences, and the algorithmic presence.
Practically speaking, however, each
algorithm is a bit different and must
be understood in context to determine
what can be disclosed. This is both a
technical process as well as a human-
centered one. We must develop a pro-
cess of information-disclosure model-
ing that includes thinking about how
the public would use any particular bit
of information disclosed.

Providing transparency and expla-
nations of algorithmic outputs might
serve a number of goals, including
scrutability, trust, effectiveness, per-
suasiveness, efficiency, and satisfac-
tion. Ultimately, we need to do user
modeling and think through a series
of questions such as what we want to
accomplish with each bit of disclosed
information, and what behavior we are
trying to affect. What are the decisions
the public would make based on that
information? What information could
be disclosed that would make those
decisions more effective, or mitigate
risks? How might a user respond to
this information?*

Another dimension to the human-
interface challenge is to design effec-
tive user experiences for transparency
information. Recent research has
shown algorithmic transparency infor-
mation can lead to a better outcome
but comes at the expense of enjoy-
able and reassuring usage.? The main
challenge moving forward is to deter-
mine appropriate mechanisms for
disclosure that are beneficial but do
not kill usability. Additionally, some
users may simply not care, while oth-
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ers are deeply interested, raising the
design challenge of accommodating
the needs of many publics, while not
polluting the user experience with a
surfeit of information for the uninter-
ested. Of course, algorithmic transpar-
ency need not be directly integrated
into the user experience. For example,
corporations or governments might
issue algorithmic transparency re-
ports on a quarterly or yearly basis that
would disclose aspects of the five di-
mensions discussed previously.

One approach gaining some atten-
tion in the research communityis to de-
velop machine-learning methods that
can be explained in ways that humans
can readily understand. For example,
the Bayesian Rule List (BRL) technique
learns a series of human-readable
rules that when chained together offer
a human-readable explanation of the
classifier.”” Other methods are being
developed in natural language genera-
tion (NLG) to output text that explains
why or how a decision was reached.
Imagine if your favorite machine-
learning library, say scikit-learn, could
explain in a sentence why a particular
input case was classified the way it was.
That would be useful for debugging, if
nothing else.

On the other hand, we might con-
sider integrated presentation strate-
gies that leverage data visualization
to succinctly communicate the work-
ings of an algorithm. For example,
early research has shown that salient
visual explanations such as histo-
grams can be effective for commu-
nicating recommendation explana-
tions.”” In a collaboration with IEEE
Spectrum, 1 built a data-driven app
ranking top programming languages
that feeds off of 12 different weighted
data inputs to arrive at a ranking.’
Instead of making it a static, fixed
ranking, however, like, say, the an-
nual U.S. News & World Report Col-
lege Rankings, we defined several
different weightings. So, for example,
you could quickly rank languages
weighted toward job listings or open
source projects, and you could create
your own custom ranking by deciding
which data inputs were important
to you and reweight them accord-
ingly (see the accompanying figure).
You could also visually compare your
rankings to do a sensitivity analy-
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IEEE top programming languages ranking and reweighting interfaces.
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sis and see how a change in a fac-
tor would impact the resulting out-
put ranking. Based on 1,285 tweets
that people shared about the app,
we found about one in six indicated
people were reweighting the ranking
in various ways. While it is too early
to claim victory in designing dynamic
and transparent ranking interfaces,
this is at least a step in the direction I
envision for interactive modeling.

There are technical challenges
here, too. In particular, concerns of-
ten arise over manipulation and gam-
ing that may be enabled by disclosing
information about how systems work.
A certain amount of threat modeling
may be necessary if transparency is
required. If a particular piece of infor-
mation were made available about an
algorithm, how might that be gamed,
manipulated, or circumvented? Who
would stand to gain or lose? Manipu-
lation-resistant algorithms also need
to be designed and implemented. Fea-
ture sets that are robust and difficult to
game need to be developed.

The software engineering of algo-
rithms also needs to consider architec-
tures that support transparency and
feedback about algorithmic state so they
can be effectively steered by people.?
Algorithm  implementations should
support callbacks or other logging
mechanisms that can be used to report
information to a client module. This is
essential systems work that would form
the basis for outputting audit trails.

Finally, we must work on machine-
learning and data-mining solutions that
directly take into account provisions for
fairness and anti-discrimination. For
example, recent research has explored
algorithmic approaches that can iden-
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tify and correct for disparate impact
in classifiers by statistically transform-
ing the input data set so that prediction
of protected attributes is not possible.*?
Additional research is needed in this
space as different types of models and
data types may demand different techni-
cal approaches and adaptations.

Conclusion

Society must grapple with the ways in
which algorithms are being used in gov-
ernment and industry so that adequate
mechanisms for accountability are built
into these systems. The ideas presented
here about acting ethically and respon-
sibly when empowering algorithms to
make decisions are important to ab-
sorb into your practice. There is much
research still to be done to understand
the appropriate dimensions and mo-
dalities for algorithmic transparency,
how to enable interactive modeling,
how journalism should evolve, and how
to make machine learning and software
engineering sensitive to, and effective
in, addressing these issues.
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